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Foreword

oday our lives are intertwined with data like never before.

From personal communications to the most obscure

interests born of an Internet search, our digital footprint
continues to grow. Beyond personal interests, data about us holds
our most sensitive information, such as health records or finances.
We, the digital citizens, trust in an organization’s stewardship of
our data. Mismanagement of our personal data breaks our trust,
damaging our willingness to do future business.

Data permeates corporations as much as it does our personal
lives. It can be said the companies today build their “digital
transformation” on their data. Their control, access, and use of
data enables them to reach insights on new markets and achieve
greater efficiencies. The quality and veracity of data within a
corporation is essential to maximize digital potential.

For digital citizens to maintain trust in organizations they choose
to engage with, proper governance of data is a must. For cor-
porations to fully leverage their digital assets, proper govern-
ance of data is a must. With emerging regulations applying to the
personal information of the digital citizen, data governance is a
fiscal imperative.

Simply storing this much data is a daunting task. Keeping it
organized in a manner that allows the data to be found and used
requires intelligence. Information that cannot be found is like a
tool in an over-full junk drawer — what good is it? Intelligence
allows us to know what is being kept and where. It allows us to
know the “retention” appropriate to that information, such as
who has access to it and how long it can be kept. Intelligence
allows proper reporting on all such activities.

Data growth will continue for the foreseeable future — as will
the sensitive nature of the information data contains. Thus, the
need to intelligently govern data will only increase. This book is
designed to provide you the necessary insights to move beyond
simply storing data and into creating a framework under which
data can be intelligently governed for the length of time it has
value to your business or regulations require it to be kept (which-
ever is greater). Keep in mind that governance is not meant to
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be heavy-handed control backed by complex and stoic processes.
Rather, it is an effort to create a fluid and flexible information
fabric that is designed to increase the value and relevance of the
data you rely on.

I hope you find this book insightful — allowing you and your
organization to accelerate your ability to enact intelligent data
governance.

Peter Sjoberg
Global Business Leader — Data Intelligence

Hitachi Vantara

Vi Intelligent Data Governance For Dummies, Hitachi Vantara Special Edition



Introduction

ata is your most valuable asset. As organizations move up

the digital maturity curve, they increasingly focus on big

data and analytics projects that can help create a single
user view and deliver actionable insights to relevant stakeholders.
However, before you can put your data to work for your business,
you need to enrich it with metadata that gives it meaningful con-
text for better management and governance, ensures compliance
with constantly evolving regulations, minimizes the risk of data
breaches, and reduces the cost and complexity of discovery and
reporting.

In this book, we explain how intelligent data governance solutions
that extend across your private and public cloud data footprint
can help drive more business value from your data and simplify
compliance for your organization.

About This Book

Intelligent Data Governance For Dummies, Hitachi Vantara Special
Edition, consists of six chapters that explore

¥ What data governance is and why it's important (Chapter 1)

¥ How to establish a data governance framework for your
organization (Chapter 2)

¥ Data governance and management concepts, principles, and
components (Chapter 3)

3 Data protection and security requirements (Chapter 4)

¥ The business benefits of a value-based data governance
program (Chapter 5)

¥ Data governance best practices (Chapter 6)

Foolish Assumptions

It’s been said that most assumptions have outlived their useless-
ness, but we assume a few things nonetheless.

Introduction 1



Mainly, we assume that you are someone responsible for data
management and governance in your organization. Perhaps you
are a chief compliance officer (CCO), chief data officer (CDO),
data protection officer (DPO), or chief information security officer
(CISO). Or perhaps you’re part of your organization’s finance or
legal team, someone responsible for client or user services, or an
IT manager or cloud architect.

If any of these assumptions describe you, then this book is for
you. If none of these assumptions describe you, keep reading
anyway. It’s a great book and when you finish reading it, you’ll be
pretty intelligent about all things data governance.

Icons Used in This Book

@
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TIP
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WARNING

Throughout this book, we occasionally use special icons to call
attention to important information. Here’s what to expect:

This icon points out information you should commit to your
nonvolatile memory, your gray matter, or your noggin — along
with anniversaries and birthdays.

You won’t find a map of the human genome here, but if you seek
to attain the seventh level of NERD-vana, perk up! This icon
explains the jargon beneath the jargon.

Tips are appreciated, never expected — and we sure hope you’ll
appreciate these tips. This icon points out useful nuggets of
information.

These alerts point out the stuff your mother warned you about
(well, probably not), but they do offer practical advice to help you
avoid potentially costly or frustrating mistakes.

Beyond the Book

2

There’s only so much we can cover in 48 short pages, so if you
find yourself at the end of this book, thinking, “Where can I learn
more?” just go to www.hitachivantara.com.

Intelligent Data Governance For Dummies, Hitachi Vantara Special Edition
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IN THIS CHAPTER

» Looking at the data governance
imperative

» Defining data governance

» Creating an intelligent data governance
strategy

Chapter 1

Recognizing the Need
for Intelligent Data
Governance

n this chapter, you explore market drivers and key challenges

of data governance, what data governance is all about, and how

to create an intelligent data governance strategy for your
organization.

Understanding Market Drivers
and Key Challenges

Digital transformation is disrupting businesses everywhere
and data has become an organization’s most strategic asset for
reaching, interacting with, and retaining customers.

With the exponential growth of data, a strict regulatory environ-
ment, cyberthreats (including ransomware attacks) on the rise,
and highly competitive and innovative upstarts continuously
upending the market, protecting and extracting value from your
most strategic asset is a business imperative — and a formidable
challenge.

CHAPTER 1 Recognizing the Need for Intelligent Data Governance 3
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If businesses ever needed an incentive to govern data tightly, it’s
compliance. The cost of failing to comply with stringent regula-
tory requirements can add up quickly including legal costs such
as litigation and settlement fees, as well as reputational damage
and business losses.

Consider, for example, the European Union (EU) General Data
Protection Regulation (GDPR), which requires companies that
handle the data of EU citizens to comply with strict data privacy
regulations. Organizations that fail to comply with the GDPR
can face penalties of up to four percent of their annual global
turnover. With potential penalties this severe, it’s no wonder
that many organizations are investing heavily in compliance
initiatives. Some even view compliance as a key competitive
advantage.

Yet, many factors make it increasingly difficult for organizations
to maintain compliance with the growing number of regulations
across multiple industry verticals. Case in point: Global banks
work under more than 100 different regulations at any given
time. These include Securities and Exchange Commission (SEC)
regulations, Dodd-Frank, EU GDPR, and the Markets in Financial
Instruments Directive (MiFID), among others. CIOs and IT direc-
tors in the EU are readying for yet another new banking regu-
lation: The Revised Payment Service Directive (PSD2), which
enables consumers and businesses to use third-party provid-
ers, such as Google or Facebook, to manage finances, pay bills,
or analyze spending. The impact on EU banks is very real —
they will be required to enable third-party provider access to
customers’ accounts through application programming inter-
faces (APIs). As a result, IT costs will likely increase due to new
security requirements like stronger identity checks and API
development.

Complicating matters further is an increasing number of
producers and consumers of data and the growing mountains of
data across disparate systems. In a 2017 study (Data Age 2025: The
Evolution of Data to Life-Critical), IDC predicts global data will grow
to 163 zettabytes (or one trillion gigabytes) by 2025. In an earlier
Digital Universe study, IDC estimated that only 0.5 percent of the
world’s data was being analyzed and less than 20 percent of all
data was being properly protected.

Intelligent Data Governance For Dummies, Hitachi Vantara Special Edition



AN

WARNING

Legislation and new regulations are also outpacing the capabili-
ties of existing IT infrastructure investments and the budgets
necessary to adopt adequate solutions. For example, the length of
time that sensitive data must be stored to meet regulations may
surpass a legacy architecture’s physical capabilities. In response,
many IT leaders over-implement data control processes, not
only stifling innovation and productivity but also hampering the
built-in flexibility needed to adapt to changes in the regulatory
landscape.

Exposure to risk will continually grow as the gap widens between
applications, people, processes, systems, and existing technolo-
gies with each new or modified regulation.

Organizations and their data are also under constant threat. The
U.S. Department of Justice estimates that in the United States
alone, more than 4,000 ransomware attacks occur daily. Globally,
these attacks have increased 6,000 percent compared to the
previous year. However, as recent attacks have shown, ransom-
ware is a worldwide issue. Cybersecurity Ventures predicted that
global ransomware damage costs would exceed $5 billion in 2017,
up from $325 million in 2015.

Not all threats to data security are perpetrated by malicious
outsiders. IT leaders must also maintain the integrity of data
and protect data from being corrupted or irretrievably deleted by
accident or destroyed by some unforeseen outage or event.

For IT departments, frequently running data backups and
installing the latest antivirus software can help minimize
potential damage from a ransomware attack, accidental deletion,
system corruption, or outage, but it isn’t enough.

Information security and identity management solutions can help
prevent unauthorized access, but data security must extend from
an organization’s core to every endpoint. For example, a financial
institution may be compliant with regulations, but as soon as
the organization allows trade activity via a customer’s personal
device, it introduces a new endpoint and increases exposure to
attacks.

To address these data governance challenges, businesses must
capture, harness, and utilize the growing volume of data to

CHAPTER 1 Recognizing the Need for Intelligent Data Governance 5



reveal competitive insights, inform new product development,
and attain a deeper understanding of their customers. Yet many
business and technology leaders are ill-equipped to answer even
the most basic questions about their data:

¥ Isit protected?

¥ How long should it be retained?
» Whereis it located?

¥ Who has access to it?

3 What does it contain?

¥ How accurate is it?

¥ How can the data be used to produce a competitive
advantage?

What Is Data Governance?

TIP

6

Data governance helps organizations to better manage the avail-
ability, usability, integrity, and security of their enterprise data.
With the right technology, data governance can also drive enor-
mous business value and support digital transformation.

At its most basic level, data governance is about bringing data
under control and keeping it secure. Successful data governance
requires knowing where data is located, how it originated, who
has access to it, and what it contains. Effective data governance is
a prerequisite to maintaining business compliance, regardless of
whether that compliance is self-imposed or required by industry
or government mandates.

Regulatory compliance generally adds to complexity, requiring
the ability to properly search data, know every word or number
it contains, and produce the right data point if requested for any
purpose, quickly and accurately.

The quality, veracity, and availability of data to authorized per-
sonnel can also determine whether an organization meets, or vio-
lates, stringent regulatory requirements.

Intelligent Data Governance For Dummies, Hitachi Vantara Special Edition



v Data governance moves beyond information management to
support business processes and encompasses a broad set of data
tecHnicar  strategies and functions, including:
STUFF
> Data delivery and access: Any actions related to storing,
retrieving, and acting on data.

¥ Data integrity: Ensuring the veracity, accuracy, and quality
of data.

¥ Data lineage: Managing the origin of data, what happens to
it, and where it moves.

» Data loss prevention (DLP): Ensuring that sensitive data
isn't sent outside the corporate network and controlling
what data can be transferred.

3 Data security: Protecting against unauthorized access to
or corruption of data.

» Data synchronization: Establishing consistency among
data types.

9 Master data management (MDM): The complete collection
of processes, policies, standards, and tools for defining,
governing, and managing data.

Planning for Intelligent Data
Governance Success

The pressures facing modern organizations have never been
higher. Employees now expect access to enterprise data anywhere,
at any time, on any device; business leaders demand data that
is searchable, viable, and flexible enough to deliver actionable
insights; and tight regulations require best-in-class compliance
processes.

Satisfying these expectations can give rise to considerable security
and compliance risks. IT leaders must find a balance between
driving business value and complying with stringent regulations,
all without disrupting workforce productivity or compromising
business assurance.

CHAPTER 1 Recognizing the Need for Intelligent Data Governance 7



REMEMBER

A strong data governance strategy doesn’t require you to build a
new silo dedicated exclusively to compliance. Rather, it combines
governance requirements with data analytics for a more dynamic
data governance process. Traditional data management tech-
niques make it nearly impossible to easily access and analyze data
for actionable insights. Yet, organizations need a way to integrate
and visualize data quickly to meet compliance requirements,
while also driving better business decisions.

Using software to move data to a central data hub and then
managing access, protection, retention, and expiry of each object,
organizations can create a win-win situation that delivers greater
value from data and helps drive a broader strategic and analytic
plan at the executive level.

By gathering, analyzing, and gleaning insights from organiza-
tional data, business leaders can readily detect and respond to
regulatory inquiries, perform early case assessments, and explore
new business opportunities based on data with the highest ref-
erential value and quality. With the data under control and cen-
tralized, it’s possible to defensibly delete data when its value to
the business is no longer measurable, with a standardized and
repeatable approach.

An intelligent data governance strategy and technology solution
empowers an organization to manage its data and meet regulatory
requirements and can also support the organization’s journey to
digital transformation.

8 Intelligent Data Governance For Dummies, Hitachi Vantara Special Edition



IN THIS CHAPTER

» Defining a new data governance
framework

» Automating policies, standards, and
processes

» Understanding unique data management
needs

Chapter 2
Orchestrating a Single
Source of Truth

n this chapter, you learn how to establish a data governance

framework that helps you classify and manage data as a

business asset, implement and enforce policies, standards, and
processes, and manage unique data requirements.

Managing Data As a Business Asset

Forrester Research has outlined a new data governance frame-
work, data governance 2.0, which it defines as an “agile approach
to data governance focused on just enough controls for man-
aging risk, which enables broader and more insightful use of
data required by the evolving needs of an expanding business
ecosystem.” Four different types of data governance have been
identified as follows:

¥ Systems of record: These are traditional types of structured
databases supporting online transaction processing (OLTP)
and online analytical processing (OLAP) where governance is
focused on quality, master data management, and
compliance.

CHAPTER 2 Orchestrating a Single Source of Truth ()



REMEMBER

¥ Systems of engagement: This is driven by new systems
of customer, employee, and partner engagement, such
as social media, chatbots, mobile apps, and so on. Here,
governance deals with the need for data personalization
versus the need for data privacy.

¥ Systems of automation: This is driven by Internet of Things
(loT) integration, operational technology (OT) data, event
correlation, analytics, and artificial intelligence (Al). Here,
data governance must not only focus on data context, but
also the source and quality of the data which may be created
and processed on the edge of your business or outside of
your normal realm of responsibility.

¥ Systems of design: These are systems for creativity and
innovation where the stakeholders may be product design-
ers or researchers. Applying standards of data governance
to creativity may not be as well-defined as in the previous
systems. Data governance in this case may entail social,
legal, ethical, and moral questions.

The focus, considerations, and guidance in this book center on
systems of record, systems of engagement, and systems of design.

Setting Data Policies, Standards,
and Processes

Intelligent data governance begins with clearly defined data
policies, standards, and processes. For example, organizations
typically have policies, standards, and processes for information
security and privacy, data retention, records management, and
more, but defining these and other important policies, standards,
and processes is only the starting point for an effective data
governance program.

Many organizations create policies as paper records or as elec-
tronic PDF documents. For example, a policy for retaining invoices
might define the required retention period, what the procedure is
for retaining invoices, and so forth. However, manually imple-
menting and enforcing paper-based policies, standards, and
processes is impractical in most organizations. With a sophisti-
cated software-based policy engine, organizations can automate

10 Intelligent Data Governance For Dummies, Hitachi Vantara Special Edition



the implementation and enforcement of these policies, standards,
and processes in live information systems where the actual data
or information governance rule exists.

Exploring Unique Data
Management Needs

L)
TECHNICAL
STUFF

The need to rapidly and accurately store and manage unstruc-
tured data has never been greater. Enterprise IT organizations
are trying to solve difficult business data issues, just as the digi-
tal universe hits vast growth spikes. Massive and perpetual data
storage increases are predicted. Yet IT budgets worldwide have
had a flat to marginal growth trajectory. This requires innova-
tive thinking on the part of IT to balance these realities and still
support their business’s governance mandates.

Enterprise IT organizations are looking for ways to effectively
manage and secure sensitive records and big data far into the
future. These organizations are looking for ways to cost-effectively
archive and manage the flood of unstructured data types in order
to derive valuable business information and insights.

More and more IT leaders see object storage as the ideal
technology solution for data governance. Object storage is a data
storage architecture that manages data as variable-sized con-
tainers (known as objects) organized into a flat address space,
rather than as more complex hierarchical files or blocks. Objects
can contain both user-provided and system-generated metadata
to enrich the data.

Block-based storage, such as a storage area network (SAN), stores
data as a sequence of bits or bytes of a fixed length or size (for
example, 512 bytes). File-based storage, such as network-attached
storage (NAS), runs its own operating system and stores informa-
tion about files and directories in a hierarchical file system.

One of the biggest advantages of object storage is that it brings
structure to unstructured data, such as audio, video, images, and
documents. The structure provided is in the form of seemingly
limitless and customizable metadata that can be used to refine
how the file is described, what it contains, and its value to the

CHAPTER 2 Orchestrating a Single Source of Truth 11
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business, without first having to open the file. This metadata
space on the object is where access, retention, preservation,
mobility, and other policies are applied and enforced.

The complexity of governing unstructured data stems from both its
variety and its difference from information found in a traditional
database. Object storage makes it easier to store, protect, secure,
manage, organize, synchronize, share, search, and analyze all
data, including unstructured data. Although use cases vary, object
storage is particularly critical for organizations in highly litigious
and increasingly regulated environments. Regulatory compliance
requires such organizations to store and organize large volumes
of data, and these volumes simply overwhelm the capabilities of
many legacy storage systems and traditional transaction-based
technology architectures. Fortunately, object storage architec-
tures were designed with this fact in mind, becoming the data
reservoir for relevant organizational data that must be managed
and controlled for specific periods of time without suffering losses
or corruptions.

Data quality

To create a single customer view and deliver actionable insights,
organizations must ensure that the data used for analytics is
accurate. However, data quality is often a significant challenge
for many organizations. The questionable quality of data is often
complicated by the logical and physical silos that separate users
from the data they need to support their business functions. Users
must often access multiple separate data systems on a regular
basis to perform their role within an organization.

Simply put, many organizations lack a central repository — a
“single source of truth” — where information can be reconciled
and aggregated for ongoing business operations. This leaves
critical decisions in disarray where the consensus is mainly about
questioning the quality and veracity of the data, rather than
making the best tactical or strategic decisions based on the data.
The failure to centralize, cleanse, augment, manage, and govern
data results in disjointed interpretations of key business data and
prevents the best use of metadata as a means of data categoriza-
tion and classification.

The failure to centralize, cleanse, augment, manage, and govern
data makes it less transparent, harder to locate, difficult to con-
trol, and almost impossible to integrate.

12 Intelligent Data Governance For Dummies, Hitachi Vantara Special Edition



REMEMBER

Traditional enterprise data centers often end up as repositories
for silos and disparate data sources, requiring time-consuming,
hands-on management approaches by highly specialized IT staff.
In contrast, modern data centers are designed to support agility
and innovation. The value of infrastructure standardization, data
intelligence, and data centralization is key to delivering data of
the highest quality and most referential value to the business.

However, the centralization of data shouldn’t require physi-
cally centralizing it and it shouldn’t matter where data resides
in an organizational structure. Instead, the modern data center
is all about facilitating a centralized form of control. By creat-
ing a centralized data hub, IT leaders can standardize data access,
management, and governance and deliver greater convenience to
users without compromising security or compliance.

In the modern data center with centralized data access, the focus
is no longer on technology because the technology stack is so
flexible. Instead, IT can focus on turning a regulation or require-
ment into a policy that protects the business and enables users to
work with data in new and more insightful ways.

Creating a centralized data hub starts with the ingestion of
data, which includes the elimination of “digital debris” and
the cleansing of flawed data. A 2002 study conducted by the
Compliance, Governance and Oversight Council (CGOC) revealed
that 69 percent of information being retained by companies is, in
effect, data debris — information having no current business or
legal value. A 2002 Data Warehousing Institute study titled Data
Quality and the Bottom Line: Achieving Business Success through a
Commitment to High Quality Data found that 76 percent of flaws
in organizational data were due to poor data entry by employees.
These trends have continued since the original studies were pub-
lished, further compounded by the proliferation of data and lack
of effective data governance. It is much better to move data qual-
ity upstream and embed it into the business process, rather than
trying to catch flawed data downstream and then attempting to
resolve the flaw in all the different applications that are used by
other people.

Data is too important to handle recklessly. Intelligent data
governance is a must in the modern organization, and a mandate
for those who want to remain in business.
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TIP

Metadata

File systems typically only collect a few minor data points about
the information they store, such as:

¥ Filename

¥ File type (a three- or four-letter extension that associates a
file with an application, for example, .docx, or .jpg)

¥ Creation, modification, and access dates

¥ System-based attributes (for example, read-only and hidden)

Some applications — such as office suites and media creation
apps, as well as various devices such as digital cameras and
smartphones — generate additional, or custom, metadata to fur-
ther describe the contents of the file. However, this metadata
is typically embedded in the file, so it is hidden and therefore
underutilized.

With the right software tools, this embedded contextual infor-
mation can be extracted and added to the metadata that is key in
establishing the contents or value of the file itself.

Metadata defines the criteria needed to establish long-term tier-
ing, retention, deletion, security, and access policies. Unfortu-
nately, there is currently no industry-wide metadata model that
establishes universal, business-related fields that address these
policy needs, as well as other practical fields such as ownership,
nation of origin, privacy, regulatory controls, legal hold, and
other tags that address specific business needs.

Because of the lack of industry standardization of metadata, it’s
important for organizations to partner with data storage vendors
that understand the challenges of business data and can help
define a long-term metadata framework for the organization.

While practically all data storage vendors offer some form of
metadata tagging, few offer advanced enrichment, indexing,
search, or metadata-driven disposition capabilities. Successfully
integrating these technologies will become the foundation for
deriving the business value enabled by rich metadata.

Intelligent Data Governance For Dummies, Hitachi Vantara Special Edition



REMEMBER

Reference data

Reference data — such as units of measurement, country codes,
calendar dates, and fixed conversion rates — define a set of val-
ues, statuses, or classifications that can be used by other data
fields, for example in a financial or customer relationship man-
agement (CRM) application. Reference data is commonly used to
support key business processes and does not change often, yet
many organizations lack specific roles for accountability over the
data and definitions that are core to the business.

Without explicit control over reference data, organizations must
face the arduous task of combing through a mountain of team
projects that organically spring up to create, define, and interpret
the semantics and values deemed to be “reference data.” Lacking
a coordinated and centralized enterprise control mechanism for
reference data only gets worse as data sets from different pro-
ducers, repositories, and versions are aggregated, elevating the
differences in what each source deems as reference data. This
can make data difficult to integrate or consolidate without a high
degree of manual interpretation and intervention.

When an intelligent form of data governance is applied to the
business, reference data can be defined and associated with
unique data repositories in a way that separates the reference
data from the source that relies upon it. This removes the need
for individual ownership and centralizes the responsibility and
control to a foundational layer supporting all relevant business
functions equally.

Mobile data

According to IDC, mobile workers will account for nearly three-
quarters (72.3 percent) of the U.S. workforce by 2020. As their
numbers grow, many of these workers will transition away from
slow and cumbersome in-house file-sharing solutions to more
nimble cloud-based collaboration tools. However, the more
employees send and receive sensitive data via the public cloud,
the greater the threat to security.

At the same time, employees need the ability to access files from
a variety of devices and share those files quickly and easily with
dispersed teams, but not at the cost of compliance.
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TIP

Making your data mobile means greater exposure to risk. With
more access points, more devices, and more data overall, securing
mobile data is a multifaceted challenge. The ever-changing regu-
latory landscape and data sovereignty issues add to the complex-
ity of this challenge.

With the right enterprise-grade tools, organizations can enable
data mobility while ensuring proper data governance. A strong,
enterprise-ready content mobility solution provides a consistent
set of tools for protecting, securing, and governing your content
across datacenters, remote and branch offices, public and private
clouds, and mobile devices. Such a solution integrates with third-
party technologies that focus on the needs of specific industries or
lines of business and incorporates the following elements:

¥ Access control and identity management
3 Data loss prevention

¥ Data protection

¥ Data retention

¥ Encryption

¥ Information lifecycle management

¥ Legal holds

¥ Mobile device management and more

Organizations can leverage innovative technology approaches to
meet workforce demands for mobility without compromising the
data governance requirements of the business.

Intelligent Data Governance For Dummies, Hitachi Vantara Special Edition



IN THIS CHAPTER

Understanding the data services
platform components

» Designing for quality, modeling for
relevance

» Analyzing, processing, and managing
access to data

» Addressing content protection and
security

» Enabling compliance and mitigating risk

Chapter 3
Architecting a Data
Services Platform
for Governance

n this chapter, we explain how to establish a foundation for

servicing data to the edge of your organization with a platform

that can scale with your business, provides capabilities to
extract insights from your data, and is flexible enough to mold to
your data governance requirements. This chapter also shows you
how to identify and avert the all-too-common IT pitfalls of
selecting the tools to use before the goals, strategies, and processes
related to data governance are in place.

Exploring Concepts, Principles, and
Components of the Platform

Strategic business initiatives often trigger one or more projects
that involve IT, such as consolidating business applications,
synchronizing disparate information systems to support a core
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REMEMBER

business process or, in this case, supporting data governance
requirements. Yet many IT organizations struggle to deliver on
the expectations of the business, especially when it comes to
keeping up with the requirements of how data is managed and
controlled. This struggle stems from the chaotic nature of data —
shifting sensitivity or importance criteria, the changing roles
of data producers and consumers, new or changing governance
requirements, and the degree to which data travels, just to name
a few. All of these issues stem from a single root cause: data
fragmentation.

Because data resides in disparate silos throughout the enterprise,
the content, quality, structure, and definitions of the data are
as variable as the silos that host them. To ensure that business
decisions and operations are based on data that is trustworthy,
timely, complete, accurate, and insightful, IT must facilitate timely
access, integrations, and data delivery. Furthermore, today’s
stringent regulatory environment demands the prioritization of
data governance to support auditing and reporting requirements
over all other business functions, making the challenge for IT still
more overwhelming.

The solution to these challenges is a data services platform
(see Figure 3-1).

Data services platform

Data collection and detection services

Data quality services

Data discovery and search services

Data integration services
$89IA18S 8bueyoxa eleq

Data utilization and curation services

Data management services

G

FIGURE 3-1: The data services platform.
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A data services platform is a technology architecture that delivers
features specific to how the data it is managing is utilized,
regardless of who or what created it and needs to use it. To some,
this may be a relatively new concept or shift in thinking. But
as you consider the speed and complexity behind data growth,
to continue to evaluate the competitiveness of your business
through the applications that support your vision and strategy is
tantamount to transformative extinction.

Modern data services platforms are core technologies that
organizations use to pivot their offerings and behaviors from the
perspective of the data they deem most valuable and relevant to
the business. Product ecosystems, business processes, and data
governance become more valuable when they are associated with
a platform. This is because data itself becomes the commodity
rather than the technology.

Data services platforms must include, at a minimum, the follow-
ing kinds of services to be relevant to the business, especially for
data governance initiatives:

¥ Data integration services: These services allow the
organization to access all of its fragmented data regardless
of where it resides, who has access to it, or what application
created it. It is a service that starts the process for creating
an accurate and consistent view of the core data assets
that the business should be relying on by ensuring they
are leveraged across the enterprise.

¥ Data collection and detection services: Integrated data
streams enable the platform to identify correlated data
elements and aggregate them into a centralized index.
The act of aggregation affords the platform the added
ability to detect characteristics of interest to the business —
for example, identifying and notating data sets that contain
patterns of information that would be considered sensitive
information aligned to an internal or industry regulation.

¥ Data quality services: Data interrogation that focuses
on ensuring the data adheres to how the organization
has defined quality. This could require specific tagging,
data categorization or classification, cleansing the data
to normalize specific data types (such as date format-
ting, currency conversion, distance, measurements,
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geo-coordinates, and so on), and enriching the data with
additional metadata information to further increase its
relevance and value to the business.

3 Data discovery and search services: A major benefit of
data integration is that all organizational data is routed
through this service. While some data will remain in its
original location (think of this as application-controlled data),
other data elements are likely to be aggregated and
centralized in this platform. Regardless of where the data
lives, flowing through the service means that an index of
all of the organization’s data can be created. This index is
a representation of the source data (the most important
and relevant parts, if you will) that can be easily searched to
discover the most relevant information based on keywords,
natural language, or categorical criteria. The workforce
efficiency improvements are often the most impactful, but
the most tangible benefit is the reduction in infrastructure
investments because of the elimination of duplicate data
that results from data fragmentation.

3 Data utilization and curation services: These services
allow the organization to continually assess the usefulness
of the data, what the data is and where it is located, what to
do with the data once its usefulness expires, who can have
access to the data, and who is responsible for the data. This
service is tightly coupled with the data application program-
ming interface (API) to ensure that data presentation is
accomplished in the context of the user who needs it versus
the application that generated it.

3 Data exchange services. Also known as data APIs, these
are the industry standard interfaces that allow applications
to interact with the data from a centralized and scalable
location. These are also the entry points that enable
developers to integrate other systems and services into
the information fabric that the platform creates. From a
data governance perspective, this means that the processes
and rules set forth on the data element become inherited
and applied in the application or service that is trying to
consume and use it.

3 Data management services: The foundation of the
platform architecture is responsible for storing the data
and exposing interservice connection points to affect the
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data it is responsible for. Through this service, data can be
controlled, secured, protected, made readily available,
retained, and disposed of. The policies (global, localized,
and file-level) that govern the data the degree to which the
data is allowed to be moved from the core to the edge of
the business (for example, what data can reside on your
smartphone or laptop) can be managed. In data manage-
ment services, the real magic of intelligent data governance
happens: the definition of the policy that governs the data
and the application of the policy to the data element. This is
what make the service so valuable to data governance
initiatives and strategies.

Designing for Quality, Modeling
for Relevance

©

REMEMBER

Most businesses recognize the importance of having access to
quality data, but many wait until poor quality data takes its toll on
the business, or results in a compliance or regulatory issue, before
taking action to address it. Thus, many recent concerns about the
quality of data likely stem from past indifference, compounded
by the vast quantity of data with which businesses must contend.

Similar data quality challenges arise when an organization opts
for a quick-fix or ad hoc approach to address a data quality prob-
lem. These quick fixes are often implemented to address a single
data fragment or silo but fail to comprehensively address the
inherent weakness that the poor-quality data creates across the
enterprise.

These two points highlight the necessity for organizations to first
design their information supply chain around the quality metrics
they will measure their data against, before bringing applications
and users into the stream.

For data quality to be most effective, the methodology that defines
and measures it must be overseen and implemented by a data
governance body, and automated and enforced by a data services
platform (discussed previously in this chapter).
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The first step in designing for quality is to profile the data to

¥ Continuously discover its strengths and weaknesses

¥ Pinpoint errors and problems within the data's
characteristics

¥ Isolate inconsistencies and remove redundant or irrelevant
information

¥ Communicate with the other services of the platform
to remediate these discoveries or apply specific policies
relevant to the data, based on its referential value

The next step is to evaluate the overall quality of the data by using
the platform to check for completeness, consistency, accuracy,
and conformity to the defined quality standards. This is where
you rely on data modeling techniques to define a timeline during
which the data has relevance before requiring it to be part of a
data quality audit or assessment.

These two activities drive the design and implementation of
policies that enforce the business rules for each data element.
These policies are based on the assessed quality level of the data
and categorized by relevance (or risk) to the business, with the
platform handling the automated management and control of this
criterion.

Analyzing, Processing, and
Managing Access to Data

22

As you might imagine, all of the focus on data management and
control, categorization and classification, and data characteriza-
tion is meant to elevate the data to a state where the systems,
services, and people who require access to the data can be strictly
enforced based on

¥ Confidentiality (used by authorized personnel)
¥ Integrity (data editing controls)

¥ Availability (access to authorized data when it's needed)
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The problem that most organizations face stems from the organic
nature of their data landscapes — relying on the systems that
own the data fragments to manage access and use. Too often in
such a scenario, anyone has access to the data whether they need
it or not. Instead, the tasks performed by the employee should
determine the characteristics of his or her access. This principle
of data access management can only be enforced consistently and
effectively with a data services platform.

Inherent in the data management services platform are the
core security services that manage access to the information
for which the platform is responsible. These access controls
permeate associative services as well. These become the gate-
way that codifies “acceptable” and “authorized” data access
and use, based on the structure created by the data governance
rules when the element is first collected. These policies specify
precisely which users have access to the data, which applications
can modify it, and which contextual elements can be exposed to
people based on their role in the organization. Imagine being able
to dynamically redact a specific data pattern, deemed sensitive to
non-HR employees, in real time.

This approach allows you to establish controls to data access
based on audited rights of the person or systems. This access is
managed by authentication (who is attempting to access, com-
monly controlled by a security system), authorization (whether
or not they are in a group with rights to the data elements), and
auditability (how the data is being used).

Addressing Content Protection
and Security

Of course, no matter how much governance is applied to the data
or how easy it is to integrate with, if authorized users and systems
cannot access the data or rely on it, then all of this effort is for
naught. The data services platform is the foundation for an intel-
ligent data governance approach.

Within the data services platform, the data management service
translates the logic into explicit commands that are executed on a
physical or software layer — especially with those underlying and
supporting systems where the data is being stored.
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Choosing the right storage layer for the data services platform
requires one that is scalable, performant, and extensible enough
to support the data APIs discussed earlier in this chapter. Ideally,
the underlying technology component is based on an object
storage foundation. Without going into too many technical details,
the object storage layer provides direct alignment to the services
mentioned previously, but brings with it system level automated
controls for how the data it holds is protected from corruption and
isolated from breaches.

Protection of data at this layer is facilitated in three ways (either
individually or in combination):

¥ Data replication: The creation of managed copies of data
stored in specified locations, from which recovery operations
can be supported.

3 Data versioning: Saving new copies of files when changes
occur, so that previous versions can be retrieved, reviewed,
and/or promoted at a later time.

¥ Erasure coding: A form of protection where data is broken
into smaller fragments that are expanded and encoded and
stored across different locations with a configurable number
of redundant pieces.

Enabling Compliance and Mitigating Risk

24

Without proper aggregated and accurate data for analysis,
compliance leaders are left to fly blind when it comes to
developing their risk-based testing and monitoring approaches.
Consequently, most organizations often recognize that their
first priority in realizing better monitoring and testing capabili-
ties is to understand and potentially enhance their technology
infrastructure. Therein lies the value of the data services platform.

When the data services platform acts as the central information
hub for the enterprise, the requirements of compliance responsi-
bilities can be supported while continuously driving risk exposure
often buried within data or processes. For the compliance leader,
the central information hub delivers three key benefits due to the
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separation of the data from the processes that created it or the
applications that rely on it:

9 Adeeper understanding of organizational data and
relationships: Centralizing the data allows compliance
leaders to develop a better understanding of their data
without getting lost in the infrastructure. Instead, they can
focus on the identification of data sets that require further
remediation based on the value of the data and the poten-
tial risks it may cause. In addition, they can better assess
whether the quality gaps are the result of inconsistencies
in data feeds, inputs, or user interactions. Finally, centraliza-
tion of data allows the compliance leaders to consistently
analyze the root causes of any issues related to data quality.

¥ Better data coordination — requests, extractions, and
uses: Centralizing and aggregating data sets results in an
integrated approach to data extraction. By utilizing metadata
values as a form of data classification and categorization,
organizations can minimize data requests through a shared
repository and tool set that can be controlled and governed
consistently across the organization. More importantly, this
kind of coordinated and integrated approach means that
data extractions and collections can help minimize multiple
requests for similar data from the IT or operations teams
involved in the data extraction process. It also creates a
consistent starting point where all data discovery and quality
evaluations requests begin.

3 Continuous assessments of compliance controls: Data
centralization provides compliance leaders with the ability
to validate data feeds into and out of their various systems,
develop more predictive analytics in order to proactively
identify potential data conduct problems, and enhance
the risk and performance indicators derived from formally
disconnected or unrelated repositories.

Increasingly, compliance leaders are expected to understand the
current data state of the organization in order to support regulatory
responsibilities and continuously improve quality and compliance
controls. Without a matching surplus of budgets, resources, and
funding to match the data being generated, compliance leaders
must have a data services platform that is designed to address the
needs of multiple systems and platforms, data rectification, data
quality validation, and data integrity checks/corrections across
multi-structured data types.
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» Simplifying data governance
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putting the business at risk

» Managing legal activities
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» Ensuring continuous compliance

Chapter 4
Enforcing and
Monitoring Data
Governance

n this chapter, you learn about data governance and manage-
ment issues.

Avoiding Dashboard, Report,
and Alert Overload

With so much data available, so many silos containing data, and so
much of the technology supporting the information supply chain
generating logs and messages, a seemingly endless set of dash-
boards, reports, and alert messages can be, and often are, created.
These dashboards, reports, and tools attempt to visualize the data
in different ways to tease out details that might be relevant to
one group, but can often be contradictory to the understanding
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or needs of other groups. Worse, dashboards, reports, and alerts
that are generated from inaccurate data or that offer ineffective
insights suffer from many of the same confidence issues that data
governance seeks to remedy.

Avoiding dashboard, report, and alert overload starts with ensur-
@ ing that the source of these visualizations is based on data that
is already in a state of effective governance. This allows you to
TIP use quality descriptors (metadata tags) to ensure the accuracy
and consistency of the data underlying the dashboard or report.
Building visualizations from data that users have confidence in
will help promote the same confidence in these dashboards and

reports, even if they don’t favor the ideal decision.

Beyond basing your visualizations on data that is under effec-
tive management and control, additional considerations include
these:

3 Know your audience. Even if the data is accurate, dash-
boards, reports, and alerts are effective only if they are
relevant to your audience.

¥ Set priorities and classify alerts based on relevance.
Remember, not all systems or events are critical. Impose
granular reporting controls with auto-escalation rules
to ensure the right message is seen by the people who
can take the appropriate action on it.

¥ If everything is quiet or the metrics aren’t changing,
something is likely wrong. Said differently, test, test, and
re-test your reporting systems regularly to ensure that they
remain accurate and drive awareness.

3 Timestamps can denote relevancy. The last thing you
want is for the business to take action on data that is old.
When creating the dashboard, report, or alert, ensure that
you include a date and time stamp that is easy to reference
so that the viewer can evaluate a course of action based on
the time elapsed from when the report was generated.

3 Document everything. It is crucial that you document how
you have set up the dashboard, defined the report, or
configured the alert, as well as who it was done for and why.
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Enabling Non-Invasive Data Governance

A successful data governance program is a seamless, non-invasive
data governance program — one that minimizes the level of man-
ual effort required and does not impede individual productivity,
yet remains transparent, supportive, and collaborative.

What sabotages data governance the most is attitudes and
perceptions. Many often perceive data governance as a set of
policies and rules that result in more work to do on top of the
work the employees are already responsible for. This misconcep-
tion can foster attitudes that make it difficult for organizations to
get people to adopt data governance best practices.

Although it is true that your data governance strategy man-
dates how data will be managed and identifies what is and is not
permitted with regard to the data, the approach does not have to
be — and should not be — intimidating or invasive. However,
governance, by definition, requires that something is going to be
administered. In the case of data governance, your data and how
it is used are what is being managed.

It is possible to have the command and control of your data that
you need, yet accomplish it in a way that is non-invasive to the
rest of the organization and does not create additional work for
your users. This can be accomplished with the automation and
logic controls of a data services platform (discussed in Chapter 3).

At an individual file level, an example of a non-intrusive strategy
is the use of metadata tagging to encapsulate data governance
rules, quality assessments, and usability metrics. As data flows
through the information supply chain, systems of record can
automatically interrogate these descriptors and apply other forms
of control based on relevance factors, sensitivity of the content, or
retention requirements.

The need to fence data geographically to adhere to country-specific
data privacy rules provides another example of how non-intrusive
data governance can be implemented. By automatically injecting
geo-coding details into each file that can be accessed by a mobile
workforce, access to the files can be validated based on where
in the world the device is operating. This means that if a user
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travels outside the regional boundaries, the data remains in place,
but the access to the data is automatically terminated until that
device returns to a location within those borders. In this case, data
governance is simply the way you instruct and train your staff on
their responsibilities.

You must also educate and train the users of your data. The
most effective method is top-down. Rely on your leaders to keep
the relevance of data governance and the importance of being
an effective data steward at the forefront of everything they
do, rather than adopting a “because I said so” approach. The
rules must outline what is and is not permissible with respect
to organizational data, especially data that contains sensitive
information or personal details. A clearly defined and articulated
set of policies, standards, and processes for your organizational
data (discussed in Chapter 2) is an absolute necessity.

Empowering the End-User Without
Compromising the Business

REMEMBER

The era of the digital enterprise has arrived. Businesses seek to
drive higher levels of productivity, gain competitive advantage,
and attract and retain top employees. The modern workforce
wants to be productive from anywhere, using familiar personal
applications and devices. Every IT department strives for visibil-
ity and control over corporate data, regardless of where it resides.

The digital workplace promotes new, more efficient and flexible
ways of working, but it presents a whole new set of challenges
for organizations because they need to maintain security, control,
and governance in this new digital landscape. Further, IT leaders
want to deploy a cohesive approach in accordance with business
goals. Because goals often change, the digital workplace requires
agility and efficiency to move with the times.

The digital workplace is collaborative and dynamic. It must be
productive and risk-averse by design.

Most organizations today are hampered by siloed or disjointed
resources. Add the turmoil of “shadow IT” (frustrated business
users find, implement, and use their own IT solutions) and
unstructured data growth, and you face untenable business
consequences.
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Today’s digital workplace requires productivity tools underpinned
by intelligent data management. IT must evolve to deliver on the
promises of the digital workplace with a modern data foundation
that delivers the tools that employees want and the controls that
IT needs (see Figure 4-1).

Mobilize

Foster
engagement

Increase
productivity

Collaborate

£

Customize

2y,

Boost

o Mitigate risks
efficiency

Govern Protect

Secure

FIGURE 4-1: Empower your digital workplace and optimize productivity
without increasing risk.

Supporting Data Governance
for Legal Activities

A survey conducted by the Compliance, Governance and Oversight
Council (CGOC) showed that most companies retain significantly
more information than they need for business or legal reasons.
Only 1 percent of information being retained was subject to legal
hold requirements (that is, required to be preserved because it
related to the subject matter of actual or reasonably anticipated
litigation or regulatory proceedings).

The Electronic Discovery Reference Model (EDRM) is a coalition
of consumers and providers working together since 2005 to cre-
ate practical resources to improve e-discovery and information
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governance. In 2014, EDRM published a white paper titled Disposing
of Digital Debris, which is still applicable today and provides rec-
ommendations for defining and identifying digital debris, as well
as proposing a coherent information governance strategy for
cleaning up digital debris as follows:

“A digital disposal program must be defensible and requires:

¥ People. Leadership and commitment to guide transformational
change.

¥ Policies and processes. Rules, regulations, and procedures
that link information duties and value to data assets; and
information demand to infrastructure supply.

3 Technology. Tools that enable IT to implement and execute
information governance policies and procedures.

With this three-step approach, organizations can begin to reduce the
risk and overhead costs associated with the risky retention of digital
debris.”

The white paper emphasizes that while most organizations have
records management policies in place and published on a website,
it does no good if they do not put technology in place to sup-
port this initiative. Technology tools to implement and execute
are often missing. It recommends that organizations leverage
technology that can “automate legal holds, records retention, de-
duplication, storage tiering, and deletion of data with no business, legal
or regulatory value. To simplify overall implementation, it is desirable
to use technologies that support a number of these capabilities within a
single platform.

Ideally, the chosen technology platform must also provide a central
catalog itemizing the classes of and sources of data of end-users. Policy
makers in legal, records, business and compliance must be able to view,
understand and share this catalog.”

Such a platform can help you gain actionable business insights
with intelligent exploration of all your data, so you can do the
following:

¥ Locate and identify the most relevant data regardless of its
type or location.
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¥ Identify data value with automated cataloging, transforma-
tion, and augmentation.

¥ Access relevant data with richer context available where and
when you need it.

Leveraging Data Governance for
Compliance Initiatives

In today’s information-driven world, data is at the heart of
enabling businesses and governments to operate and innovate
effectively. However, the exponential growth of data, combined
with increasing regulation, has left many organizations strug-
gling with the complexity of compliance requirements and the
most effective way to manage the issue. Many organizations are
struggling to get a grip on data compliance for several key rea-
sons, including:

¥ Business data is on a trajectory to grow 56 percent year over
year. Therefore, the volume of data businesses must store,
manage, and report on is becoming more difficult to
administer.

3 The types of unstructured data that must be captured are
increasingly complex and include instant messaging (IM),
short message service (SMS) text, voice, video, and social
media interactions. Many businesses do not have adequate
technology, tools, and policies in place to support this data.

¥ There are potentially thousands of pieces of legislation
affecting companies, with more than 100,000 legal require-
ments relevant to multinational companies. This regulatory
environment is constantly evolving and varies across
markets, making compliance more difficult, especially for
businesses that operate across geographies.

Until now, organizations have had a fairly well-defined set of
sources of information to manage in traditional applications run-
ning databases (structured data). Structured data includes data
that is managed centrally and is relatively easy to access and filter.
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For example, a bank may have to govern, index, search, and pro-
vide content to auditors to show it is managing data appropriately
to meet Dodd-Frank regulatory requirements. In the past, the
information would have been retrieved from a database or email.
Now, however, that bank needs to produce voice recordings from
phone conversations with customers, show the Reuters feeds
coming in that are relevant, and document all appropriate IMs and
social media interactions between employees. These are all dispa-
rate data sources that the organization has never had to consider
before, which creates new data and complexity challenges. They
are islands of information that seemingly do not have anything to do
with each other. Yet, all have a significant impact on how the bank
governs itself and how it saves any of the records associated with
trading or financial information.

Coping with the sheer growth of unstructured and related exter-
nal data is one issue; what to keep and what to delete is another.
There is also the issue of what to do with all the data once you
have it. The data is potentially a gold mine for the business, but
most organizations just store it and forget about it. And, regard-
less of the medium, this storage is not free.

Legislation, in tandem, is becoming more rigorous and there are
potentially thousands of pieces of regulation relevant to multina-
tional companies. The EU, in particular, is subject to an increasing
amount of regulation. There are a number of different regulations,
including Solvency II, Dodd-Frank, the Health Insurance Porta-
bility and Accountability Act (HIPAA), the Gramm-Leach-Bliley
Act (GLBA), Basel III, and new tax laws. In addition, companies
face the expansion of state-regulated privacy initiatives and new
rules relating to disaster recovery, transportation security, value
chain transparency, consumer privacy, money laundering, and
information security.

Many of these regulations vary across jurisdictions and, if you are
an organization operating across several markets, a collabora-
tive and integrated international approach is required for security,
retention, and disposal. To compound the challenge, even when you
might think you have a hold on a piece of legislation, you will find
it has evolved and the policies and processes you had put in place
to address it are no longer applicable or effective. It is not effec-
tive to address each legal requirement separately. Instead, a holistic
approach to data governance is needed, which enables you to adapt
to an increasingly regulated environment, yet remains seamless
and transparent across your operations and business systems.
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» Gaining business insights through
effective governance

» Defining data quality and governance
metrics

» Working with your executive team

Chapter 5

Enabling the Future
of Your Business with
Value-Based Data
Governance

n this chapter, we explain how to close the proverbial “data

governance gap” and use the single source of truth that data

governance can create to make sense out of the data you have
and expose new insights into your business.

Transforming from Data Governance
to Business Insights

Historically, data governance has focused on data security,
protection, management, and control, along with the processes
necessary to support regulatory compliance requirements. Like
everything else today, data governance is transforming. Certainly,
it will continue to address these topics and impose data quality
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standards, but its primary focus is shifting toward delivering
value to the enterprise with practices that are helping to ensure
that data is optimized for use in analytics functions.

The upward trajectory of data growth and complexity contin-
ues to accelerate year-over-year as organizations continue to
demonstrate the ability to capture and store vast amounts of data
at unprecedented rates. With all of this data, ensuring it is accurate,
discoverable, and accessible is at the heart of the data quality pro-
cess and is the key to successful analytics processes meant to
deliver business insights to stakeholders and senior leaders.

The amount of data, coupled with the responsibility to drive value,
can be paralyzing, but keep in mind that business insights are
best created from accurate data that can easily be referenced in a
timely manner by authorized users (all of those data governance
attributes discussed in Chapter 3). Then it becomes as easy as
commitment, support, and focus on achieving the highest quality
data underlying critical business functions. Improving the quality
of these critical data assets begins with prioritizing data with the
biggest business impacts, and developing a lexicon of reference
data that is consistent in its content and its use for different lines
of business within the organization.

Once the critical systems are in order, data quality issues must
span to include data sources that exist across multiple organiza-
tions. Remember that not all data is created equally — meaning
that data that lacks a defined owner, that has lain dormant for
years at a time, or that has been superseded by other systems of
record are prime candidates to be offloaded and culled from the
information landscape. Everything else that remains should have
a tangible relevance to the business and fall under the same data
quality standards discussed in Chapters 2 and 3.

Accept that groups, departments, and lines of business are going
to operate independently — a necessity to support agility and
respond quickly to changing business conditions. With consis-
tency in how high-quality data is managed and governed across
departmental and organizational boundaries, the shift from data
governance to business insights can be realized.

Technology alone cannot solve data quality issues, and no amount
of machine learning will magically clean up human-generated
data in the middle of the night. People must be on board with
your data governance processes — they must be involved and take
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their stewardship responsibilities to heart. Only with this com-
bination of the right technology, supporting the right processes,
driven by everyone, can governed data truly be operationalized
into insights upon which actions can and should be based.

Working with Data Quality Metrics
and Governance Measurements

First some good news — the data governance process that is
continually referenced is the starting point necessary to deter-
mine if information is complete and accurate. Depending on the
characteristics of the data and how detailed your governance rules
are, it is likely that much of the process can be automated using
data profiling services inherit in the technology supporting the
governance process.

For all other data, especially data that stretches across differ-
ent areas of the organization, measure the quality of data on the
following:

3 Completeness: The percentage to which data fields contain
the data expected. For example, if a field is labeled DoB (date
of birth) but the field is empty or contains letters, it is fair to
say the data is not complete and there is an upstream
problem in the data collection process.

¥ Uniqueness: Measuring the contents of a data source
against another to understand where data redundancy
occurs, as well as if that redundancy is based on duplication
or obsolete data. The same measurements can be applied at
a file level by comparing two files.

¥ Timeliness: The length of time the data in question is valid
before it is superseded by updates and content changes.
This is a key metric to watch, especially in highly transac-
tional workloads, and in cases where copies of the data are
used.

¥ Validity: Does the data conform to the governance stan-
dards that have been defined for its type and use?

¥ Accuracy: Does the data refer to or make use of the
taxonomies in established reference data? Does the data
correctly reflect that which it identifies?
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¥ Consistency: This is a measurement of the degree to
which data is standardized in format and content. How
well does the data align to preconceived data patterns
that are expected to be seen or automated against in the
business? For example, do all dates share the same format
and time zones, are currencies consistent, and so on?

This list can be extended to incorporate data governance specific
metrics related to authorized access, authorized use, the degree to
which data is mobilized, data recoverability, data security charac-
teristics, and more.

Providing Data Governance
Support for the C-Suite

A

WARNING

Providing data governance support for the C-Suite starts with the
C-Suite providing support for data governance.

Enterprise data governance policies must be established and
driven at the C-Level. A top-down approach with executive back-
ing has the power necessary to reign in recalcitrant stakeholders
and mandate enterprise-wide consensus. Strong C-level back-
ing can be the difference between an organization that’s riven
by competing and irreconcilable data governance standards and
one in which data governance is consistently practiced across all
domains.

Avoid using C-suite power to demand that everyone must boil the
data governance ocean by trying to go too big or run simultaneous
governance initiatives across all domains. An iterative approach
works best and serves executives with more control over the data
they need to take informed action on the challenge or opportunity
at hand.

With executive support behind the data governance program, it’s
time to reap the rewards. Some of the benefits that data govern-
ance provides to executive management include:

3 Better decision making: In both the organizational process
and decision-making, well-governed data is more discover-
able, making it easier for the relevant parties to derive useful
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insights. This also means that decisions will be based on the
right data, ensuring greater accuracy and overall trust.

¥ Operational efficiencies: As an asset of the business, the
data governance process continually validates the fit and
function of the data and its referential value to the business,
as well as the decisions that are made by the departments
for which these executives are responsible. Those who must
make department-specific business decisions can rely on the
same complete and accurate data.

3 Improved data understanding and lineage: Executives can
be assured that the governance process can point to what
data they have, where it is stored, how it is being used, who
is using it, and who is responsible for it. This understanding
translates into timely responses to audits, more effective
early case assessment activities, and a more proactive
approach to preventing data corruption and breaches.

3 Regulatory compliance: Whether self-regulated, regulated
by industry or vertical, or regulated by a government entity,
data governance is a critical aspect of ensuring and proving
organizational alignment to the rules set forth in the
regulatory requirements.

¥ Increased revenue: A welcome side effect of improving
operational efficiencies and the culmination of all of the
benefits of intelligent data governance is that it should help
make the business better with faster decisions and more
certainty in its actions.

Although intelligent data governance provides more benefits to

the C-Suite, the most important thing to remember is that to be a

truly data-driven and transformative organization, data govern-
ReMemeer  ance is not optional.
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» Ensuring data completeness, accuracy,
and alignment

» Eliminating confusion and enabling
real-time decision making

» Sharing insights and fostering
collaboration

Chapter 6
Ten Keys to Intelligent
Data Governance

Ithough there are many reasons to adopt an intelligent data

governance approach, adopting a robust governance model

enables data accessibility, data confidence and understand-
ing, and data activation and delivers the following ten benefits:

¥ Data consistency ensures completeness and accuracy.
These are the foundations of data that can be trusted and
are the basis for continually improving process models, data
categorization/classification, and enterprise definitions that
all business decisions will be based on.

3 Proactive data quality checks ensure data alignment.
With intelligent data governance, the common problems that
arise from disjointed data points and siloed data repositories
can be addressed in an automated fashion, with actionable
insights related to adherence of data to defined quality and
governance rules.

3 Data alignment is critical for regulatory and compliance
responsibilities. Intelligent data governance standardizes
data quality standards, which reduces the risks and
unplanned costs associated with basing decisions on
misleading data, and also ensures accurate and timely
adherence to regulatory and compliance requirements.
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Removes confusion over data meaning and clarity. Data
confusion is a data governance problem whereby the data

is incomplete or the processes supporting the data do not
do enough to balance the rigors necessary for completeness
with the speed at which the business must operate.

Analysis and decisions are based on well-defined and
accurate data. Intelligent data governance guides the
structure and flow of data through the information supply
chain — especially during analytics processes. Governance
ensures that your data capture mechanisms are set up

to collect what data you need and establishes alignment
between the tactics of the lines of business and the organiza-
tion’s larger strategic goals.

Fact-based decisions become real-time events through-
out the organization. Intelligent data governance is key to
ensuring data veracity, which in turn builds the confidence
needed by the users of that data to achieve the real-time
goal for decision making.

Data confidence encourages the sharing of insights.

An organization that has a strong data-centric culture will
only be able to encourage the sharing of information and
insights if the data is complete and accurate. Intelligent data
governance is much better for business because it requires
a sharing of the burden of data and the insights gleaned
from it throughout the organization.

Intelligent data governance fosters collaboration and
establishes accountability. Managing and controlling the
use and proper maintenance of data based on a standard-
ized set of rules or policies eliminates inefficiencies in the
system, boosts collaboration between business units, and
fosters a greater degree of accountability regarding who

is responsible for data.

Data is kept clean and relevant based on its referential
value. The amount of data stored doesn't matter if it's relevant
to the business and devoid of inaccuracies. An intelligent data
governance approach makes everyone stewards of the data,
responsible for keeping it in good shape.

Intelligently governed data gives you a competitive
advantage. Whether data is centralized or dispersed
throughout the organization, when it is effectively managed
and controlled, the process of gaining valuable insights and
unlocking new opportunities is easier to achieve.
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